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About this Document

This manual explains  PowerTerm WebConnect concepts, as well as how to use the
PowerTerm WebConn ect Administration Tool and other components of Ericom
Softwareds PowerTerm WebConnect product. I't i s intenc
PowerTerm WebConnect. If you need information on using a particular PowerTerm
WebConnect Client component, please see the r espective userds guide and/ o
help.
The document contains the following chapters:
Chap. 1 Intr oduction Introduces PowerTerm Pg. 15
WebConnect and its Administration
Tool.
Chap. 2 Installing, Explains how to  configure Pg. 21
Starting, and PowerTerm WebConnect Server
Stopping and get its Administration Tool up
PowerTerm and running.
WebConnect
Server and
Administration
Tool
Chap. 3 The Administration A reference guide to PowerTerm Pg. 43
Tool: General WebConnect Admini st
Reference menus and dialogs.
Chap. 4 Directory Services Explains how to access User, Pg. 51

Group and resource information
from an external Directory

Services.
Chap. 5 Defining Users and Explains how to define User s and Pg. 96
User Groups User Group s.
Chap. 6 Defining Explains how to define connections Pg. 135
Connections and use the Publishing Application
Wizard.
Chap. 7 Monitoring Explains how the administrator Pg. 160
Settings, Status, monitors the system's activity.

and History
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Chap. 8 Customizing Explains how to customize clients. Pg. 172
Clients
Chap. 9 Security Describes the different security Pg. 200
options.
Chap. 10 Authentication Describes the different Pg. 206
Meth ods authentication options.
Chap. 11 Downloading and Explains how to remotely install Pg. 215
Instal ling Clients and update clients.
Chap. 12 Failover Explains how to configure failover. Pg. 252
Chap. 13 Universal Printing Explains how to use facilitate Pg. 256
remote printing.
Chap. 14 Messaging Explains how to send messages to Pg. 261
other users.
Chap. 15 Reconnect Explains how to automatically Pg. 264
reconnect to a session.
Chap. 16 Remote Assistance Explains how to use SupportView Pg. 272
and Support to assist Users.
Chap. 17 Presentation Explains how to use RemoteView Pg. 275
Virtualization to remotely access the server.
Chap. 18 Remote Desktop Explains how to use QuickVNC to Pg. 279
Control remo tely access the server.
Chap. 19 Desktop Explains how to use DeskView to Pg. 280
Virtualization create Virtual and physical
Machines.
Chap. 20 Work ing with IBM Explains how to install and Pg. 308
Lotus Expeditor configure PowerTerm WebConnect
Client for Lotus Expeditor.
Chap. 21 Working with Explains how to install and use Pg. 313
PowerTerm PowerTerm WebConnect Portlet on
WebConnect different IBM  workplaces .
Portlet
Chap. 22 Upgrade Explains how to upgrade your Pg. 325
Instructions PowerTerm WebConnect from
previous versions.
Chap. 23 Optimizing Explains how to get the most out Pg. 332
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Performance of PowerTerm WebConnect.

Chap. 24 Useful scripts Shows examples of different Pg. 338
scripts.
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1. Introduction

PowerTerm® WebConnect provides various clients that allow users to interact with

centralized computational resources, such as Microsoft Windows Terminal Servers and

legacy hosts, using a regular PC, without the need to preinstall the clients. Thes e clients
include, among others, PowerTerm WebConnect HostView (which emulates a legacy

application terminal), PowerTerm WebConnect RemoteView (for accessing Windows

Terminal Servers), and the PowerTerm FTP Client.

PowerTerm WebConnect - HostView / WebView Client

55L /55H

Web Server
e -».,_\_\H

S5l —
PowerTerm
WebConnect

. Server

Internat

55LJ55H

PowerTerm WebConnect Administration Tool is the management console that connects to
PowerTerm WebConnect Server, allowing administrators to create and control users,
define how users connect to the server, and mon itor their online activity in real time.

PowerTerm WebConnect
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The Administration Tool can also be used to configure the PowerTerm WebConnect
Server and change settings in clients deployed throughout the organization.

PowerTerm WebConnect as Gateway

PowerTerm WebConnect Server is able to provide gateway service for its fat clients
(HostView and WebView) while a socket -based (TELNET, RLOGIN, TN3270 or TN5250)
predefined connection is used.

The fat client, in comparison to the Java client, is sometimes dependent on PowerTerm
WebCo nnect Server in order to connect to a host. In such a case, when the fat client
cannot "see" the host (since the client and the host are located on two distinctly
separate networks) then PowerTerm WebConnect Server can act as a gateway. In order
to acquire this capability you must specify the network name o f the predefined

connectionb6s target (the I P address).

PowerTerm WebConnect Server can be accessed by a client from several different

connection points, as specified i nionpoiatrepreseniser 6 s | NI f
a logical or physical network, i.e. Intranet and Internet. The NetworkName attribute of

each connection point specifies the name the system administrator assigns to the logical

or physical network. The server keeps track about each cli ent6s accessed connect i ¢
point. This information can be examined in the Via column of the A1l | S e slistviewm 6 s

The following table shows how PowerTerm WebConnect Server decides how the
connection works:

Connect.i Comparision* Visible Decision How Connection Works
Network Telnet/Rlogin Other
Name
Public** or N/A Yes Direct Direct
empty
Otherwise Equal Yes Direct Direct

Not equal No Uses N/A***

gateway

* Between the Connection Network Name and the Session Network Name.
** Non -case sensitive

*** The connection does not -definpdecannectionslist he user és pre

——————————————————————————————————————————————————————————————————————————————————————————————————————————————————————————

An asterisk (*) appears on the title bar of a PowerTerm WebConnect HostView client that
uses Gateway, for example:
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HostView Client*

EXE Client*

Monitoring User Activity and System Status

The Administration Tool provides numerous views that allow you to monitor server and
client activity. The views show:

1 Runtime information about computers, users, and groups: Time of first and last use,
number of previous logins and sessions, IP address and traffic volume.

1 Client session information: Session duration, client type, source IP address, user
operating system, and traffic volume for the session. Session information can be
viewed for all users, for a group, or for a single user.

1 Monitoring PrintView (LPD) client print queues: View information about all the LPD
print queues registered with the server.

9 Security oversight: View detailed information about pos sible attempts at a security
breach (for instance, when users enter an incorrect password or connect from a
disallowed IP).

1 Server stat istic s and logs (see chapter  7.7)

Configuring Client Behavior

The Admini str at iandconfecton objscts nas e used to control the way
PowerTerm WebConnect clients look and behave, allowing you to offer different levels of
client functionality to different types of users. For example, in a library running an
emulation of book -search terminals, readers can view a condensed (minimal option)
client, while librarians receive more extensive options, and technicians are given full
functionality.

It is important to understand that users do not need to download different client

software to ac hieve different functionality . All users can download and use the same
client, and the client software changes its functionality and appearance according to the
instructions received from the server.

When a user connects, the server verifies whether any ¢ lient - specific settings have been

defined in the Userod6s Default Group or in the Connect
transmits these specialized settings to the client.

PowerTerm WebConnect clients include:

1 RemoteView for accessing Windows Terminal Server application from Windows and
Linux desktops.
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1 HostView for accessing character -based applications running on legacy systems
including IBM Mainframe, IBM AS/400, OpenVMS, Unix, Linux, Tandem from
Windows and Linux desktops.

WebView a programmable emulation ¢ lient.
Java emulation client

SupportView for remote desktop support.
PrintView for managing print queues.

QuickVNC for remote desktop connectivity.

=A =/ =42 =4 -4 =

PowerTerm WebConnect for Thin Clients

The Relationship between Clients and Connections

PowerTerm WebConnect  provides a variety of clients to allow users to connect to various
types of centralized computing resources. Different clients are designed to be used to
connect to different types of resources. For example, PowerTerm WebConnect HostView

is an emulation cl ient, and is intended to connect to legacy hosts systems. PowerTerm
WebConnect RemoteView supports the Remote Desktop Protocol, and is intended to be
used as a client for Microsoft Terminal Servers.

Some clients can be used to connect to the same server ty pe. The difference between
these clients can be the platform on which they run (for example HostView for Windows

vs. HostView for Linux). Another difference is the user experience provided (for example
HostView opens an independent emulation window while W ebView embeds the emulation
window in the browser).

Since the connection objects specify the protocol used to connect to the server,

PowerTerm WebConnect clients can only use those connections that specify a protocol

that the clients implement. For example , PowerTerm WebConnect RemoteView can only
use a connection that has the RDP Type. It cannot use a connection that has the TELNET

Type.

By default, when a client is launched , it lists only those connections that it can use.
Alternatively, a client can be a ctivated for a specific connection. In such a case, you
must ensure that the connection is one supported by the client. You also need to make
sure that the user is allowed to activate the clients that match the connections the user
needs to use.

Emulation Clients

The PowerTerm WebConnect Emulation Clients, which include the HostView client (for
Windows and Linux) and the Java client, allow users to perform operations on a host

server. On the userds end, these clientsveéerépl ay
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termi nal interface and, at the same time, transl ate t
protocol to be transmitted and processed by the host.

The following aspects of the emulation clients can be customized:

1 Menus and menu options: Entire menus or sp ecific menu commands can be made
available for some users, but be removed for others (or the system default can be
changed, using the server object). This is accomplished by using several pre -
supplied environment variables, which are linked to functionalit y in the emulation

clients. Environment Variables can be defined at the Server, Group, and User level.

1 Emulation display and settings: Attributes such as display colors, number of rows
and lines, cursor shape, and tab stops can be redefined for specific us ers, or for all
users. This is done using the Settings dialog, identical to the settings dialog of the
client software, which can be invoked from server, group, or user objects.
Communication and printer settings can also be customized for some or all user s,
through the Settings dialog.

1 Function buttons: Using the Connection object, you can define a customized Power
Pad for any user using this connection. A Power Pad is a floating panel of function
buttons, which the user launches by clicking on the desired button. The number of
buttons (Rows and Columns), button labels, and the function that each button
performs can all be customized. Functions Buttons (Soft Keys) that appear at the

bottom of the emulation screen can also be defined in the same manner as th e
Power Pad.
1T Keyboard mapping: There is often a need to map keys

keyboard to reflect keys that appeared in the original terminal keyboard (e.g. F13).
Keyboard Mapping can also be used to help automate functions. This mapping can
be cus tomized for anyone using a specific connection (i.e. using the connection
object).

PrintView (LPD) Queues

The PrintView Client allows transparent printing (passes all characters, including escape
sequences , that arrive at the port directly to the printer w ithout translation)  from the
host server to a printer, which may be at a remote location from the host. The host
(LPR) sends print jobs from specific queues to the PrintView Client (LPD), running on a
PC that has access to a conveniently located printer. T he PrintView Client, which may be
in another network or even in another geographic location, prints the job on the local

printer.

For this process to work, PrintView queues corresponding to the hostds
defined on the PrintView Client, and the n registered with the server. This can also be

done in reverse: the queues can be defined on the PowerTerm WebConnect Server and

then reproduced to a PrintView Client. To learn how to do this, see chapter 8.4.
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Testing

The Administration Tool s testing feature enables you
connections with their particular properties do indeed function according to design. Once
you have defined different user, group, and connection object S, you can test them to

confirm the behavior for which they were designed. For information on how to test a
user, see chapter 5.3.7 .
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2. Installing, Starting, and Stopping PowerTerm
WebConnect Server and Administration Tool

Power Term WebConnect Administration Tool and PowerTerm WebConnect Server can be
installed on the same machine though it is not recommended. However, PowerTerm
WebConnect Administration Tool and PowerTerm WebConnect Server must be located in
the same network.

——————————————————————————————————————————————————————————————————————————————————————————————————————————————————————————

' CAUTION Change of main hardware components in PowerTerm WebConnect Server will
' produce licenseerrors. Pl ease contact Ericomoébefordechni cal Sup,;
proceeding . :

MSI Installation

PowerTerm WebConnect provides Microsoft Windows Installer packages (MSI file s) for all
its clients. These packages are located on the PowerTerm WebConnect server in the

AddOns folder. MSl is the preferred format for packaging software installations for

Windows environments. MSI support is built into Windows Server 2003 family, Win dows
XP, Windows 2000, and Windows Me, and is also provided as a service pack to Windows

NT 4.0 and Windows 98. In addition, MSI is supported by network configuration

management services such as Microsoft Systems Management Server (SMS).

Each PowerTerm Web Connect client is packaged in a separate MSI for maximal

flexibility, with minimal impacts on the system when the clients are provisioned to the

users' workstations. In addition, the PowerTerm WebConnect MSls support both manual

and automated installation. Various installation configurations, such as the installation

location, can be specified manually via the user interface, or using standard command -
line parameters.

Installing PowerTerm WebConnect clients using MSI is most appropriate when:

1 The organizati on uses a network configuration management service such as
Microsoft SMS.

9 Security settings prohibit web -based installation of client software.

1 Bandwidth constraints or support requirements dictate a staggered distribution of
the client software to the use rs' workstations.

i NOTE PowerTerm WebConnect clients installed using MSI can only be upgraded using

: MSI. Such clients will not automatically update themselves from the web server of
PowerTerm WebConnect server, even if a newer version of these clients is pl aced
on those servers.
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2.1. Installing PowerTerm WebConnect Server on Windows

PowerTerm WebConnect and its components are by default installed under C:\ Program
Files \ Ericom Software  \ WebConnect X.x (where X.Xx isthe version number ). A number

of sub folders are also created according to the PowerTerm WebConnect edition you
have. Some of the folders are:

1 AddOns, where the msi installations of different PowerTerm WebConnect clients and
components can be found.

9 DataBase, where your defined connections, groups, and other types of components
are stored.

1 Help, where you can find manuals and guides to the different PowerTerm
WebConnect clients.

NOTE PowerTerm WebConnect  Server is by default installed under C:\ Program
Files \ Ericom Software \ PowerTerm WebConnect X.x

Int his folder you will find server related executables and some dll files, e.g. the
hlappi32.dll.

2.1.1. System Requirements

Please read the ReadMe.txt attached to the installation, or on the Ericom Website
(www.er icom.com/systemreg.asp ) for the most up -to-date requirements.

2.1.2. Installing the server (Windows)

Follow the Installation Wizard instructions.

PowerTerm WebConnect Application Portal

PowerTerm WebConnect provides a web interface for accessing published applic ations.
This web interface, called the Application Portal, is implemented using ASP. As a result,

for the Application Portal to work, ASP must be enabled on the web server on which it is

installed.

——————————————————————————————————————————————————————————————————————————————————————————————————————————————————————————

NOTE ASP processing is disabled by default on Microsoft I S version 6, and may be
manually disabled on previous versions of IIS. The PowerTerm WebConnect
installation checks for ASP processing, and attempts to enable it if it is disabled. If
the Application Portal does not work properly, please verify that ASP pr ocessing is
indeed enabled.
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2.2. Installing PowerTerm WebConnect Server on Linux

2.2.1. System Requirements

Please read the ReadMe.txt attached to the installation, or on the Ericom Website
WWWw.ericom.com/systemreq.a sp, for the most updated requirements.

2.2.2. Installing the server (Linux)

NOTE To use LDAP with PowerTerm WebConnect Server on Linux, the server machine
must be configured for PING to hosts by NAME (not IP only).

For Intel processor:
1. Copyor FTP the installati  on file WebConnect -5.6-0.i586.rpm

2. From the command line, type: rpm -i WebConnect -5.6-0.i586.rpm
"N'é'T"E'"bH RedHat 7.2 (only) you need o install libgec -3.0.4 -1.i386.rpm before installing
PowerTerm WebConnect Linux Server. You can find this rpm at
ftp://rpmfin  d.net/linux/redhat/updates/7.2/en/os/i386/libgcc -3.0.4 -1.i386.rpm

NOTE On Slackware you might need to run the following from the command line:
rpm2tgz WebConnect -5.6 —0.i586.rpm

___________

For PowerPC64 processor:

Use the insta llation file WebConnect -5.6 -0.ppc64.rpm and continue as described above
with the corresponding file name (i.e. *.ppc64.%).

__________________________________________________________________________________________________________________

NOTE All PowerTerm WebConnect clients are published via the Web server. Therefore

you need to manually configure the Web server to pu blish the path
/opt/WebConnect 5.6 /web
The name of the virtual directory must be WebConnect 5.6 . After configuring the

virtual directory, you can substitute a valid IP address for <servername> and
launch any client from
http://<servername>/WebConnect 5.6 /ClientURLs.html

For Ubuntu

1. Copy or FTP the installation file webconnect_5.6 -0_i386.deb
2. From the command line, type: dpkg -i webconnect 5.6 -0_i386.deb
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2.3. Starting and Stopping the PowerTerm WebConnect
Windows Server

The PowerTerm WebConnect server must be running in order for clients to connect to it

and in order to establish connections to the host systems. Typically, the administrator is
responsible for this. Likewise the web server must be insta lled and running in order to
download the client installation.

By default, the PowerTerm WebConnect Windows server is installed as an NT Service,
with the Automatic startup type. This means that during system startup, the service
control manager automatica lly starts PowerTerm WebConnect server.

The PowerTerm WebConnect server can also run as a user program. In order to
accomplish this, you must pass the parameter /run to PtServer.exe

Use the Administration Tool to launch the PowerTerm server whenever the PowerTerm
WebConnect Server process is replaced by the PowerTerm WebConnect Server Starter
(see Shutdown). This can also be done in remote mode.

NOTE You should not start the server from the NT Services Ul when the starter is
| running. In order to stop the starter running as  an NT service, you can run the
server with the command line parameter /kill.

To shut down the server from the Administration Tool:

Select Server | Shut Down. The PowerTerm WebConnect Server is installed as an NT
service, butyou canru  n it as aregular program.

To start the server as an NT service:
Run the 'PtServer.exe' with the /start command line parameter.
OR
1. Open Start | Settings | Control Panel | Services.
2. Select the PowerTerm WebConnect Server [version number].

3. Click Start.

To start the server as aregular program:

Run PtServer.exe with the parameter /run.

2.4. Automatic Server Discovery
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This feature is by default not active and therefore has to be configured if you want
to use it.

PowerTerm WebConnect allows for automatic server discovery if the PowerTerm
WebConnect client (e.g. a thin client) does not know where the server is located. Both
PowerTerm WebConnect Server and the client have to be on the local network. The
server b roadcasts a signal every X seconds via the UDP/IP protocol and thus the client
can automaticly detect where the server is.

To configure the server side:

1. Openthe PtServer.ini  file. You can open the file through the PowerTerm WebConnect
Administration Tool,  Files | Configuration | Main

2. Scrolldownto BroadcastConnectionPoint and add your desired value:
none (default) 71 no broadcasting
internet 7 use the port defined for PowerTerm WebConnect Server in PtServer. ini
under <server connection point>
internal use i use the port defined for PowerTerm WebConnect Server in PtServer. ini
under <server connection point>
BroadcastPort = <default> (4080)
BroadcastintervalSecond =5

To configure the client side:
In the clientés command | ine add
/broadcast i Listen tothe server broadcasting and connect to the first discovered server.

/broadcastlist i List all the broadcasting servers and let the user select to which one to
connect to.

I f the serverés BroadcastPort is different from the
add [=listen_port] to /broadcast and /broadcastlist for the client.

2.5. Starting and Stopping the PowerTerm WebConnect Linux
Server

The PowerTerm WebConnect Server is installed as a Linux service, but you can run it as
a regular program.
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To start the server as a service:

Run ./wcctl  -start

To start the server as aregular program:

Run ./wcctl T program

To stop the server:

Run ./wcctl  -stop

2.6. Configuring PowerTerm WebConnect Server

2.6.1. Working with PtServer.ini

PowerTerm WebConnect is highly customizable, and designed to meet needs of any

network, in order to make the most of both hardware and software. Most system

managers will find that the configuration of the default installati on makes the most of
the resources available or strikes the best balance where different consideration conflict.
However, some tweaking will always be necessary. This section explains the

configuration of PowerTerm WebConnect through the PtServer.ini file.

i NOTE PtServer.ini is the only ini file that requires any editing. Editing any other
; configuration file will most likely crash the PowerTerm WebConnect server.

Parameters that control PowerTerm WebConnect Server are read from different sources

aspartoft he serverds startup routine, and are stored
the PtServer.ini file, where parameters are stored as text. During startup, the server

locates the file, parses the contents and obtains the different parameters and values.

Admin istrators can access some of the parameters stored in PtServer.ini through a GUI
(graphical user interface). Other parameters can only be changed by editing the text in

the PtServer.ini file, according to the guidelines described in this section. Some of t he
parameters accessed through the GUI can also be changed by editing the text in the
PtServer.ini file but not all; for instance, several of the values that are GUI -controlled are

encrypted and serialized and will not make any sense when viewed.

The recom mended way to access PtServer.ini is through PowerTerm WebConnect
Administration Tool:

1. Open the Administration Tool: Start | All Programs | Ericom Software |
PowerTerm WebConnect (version number) | PowerTerm WebConnect
Administration Tool
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2. Select Files | C onfiguration | Main  from the Menu bar. The PtServer.ini file will
open in the default text editor, and the Administration Tool will become
disabled until the editor is closed.

Another way to access PtServer.ini is to open a text editor and open the PtServe r.ini
directly. The default location of the file is:

Windows C:\Program Files \Ericom Software \WebConnect x.y \DataBase \PtServer.ini
Linux /opt/WebConnect x.y/DataBase/PtServer.ini
where &band & bare the major and minor version numbers.

As mentioned, the  recommended way to access the PtServer.ini file is through the
Administration Tool. This approach has the following advantages:

1 Changes are affective immediately
When the Administration Tool opens the PtServer.ini file in the text editor, the
Administratio n Tool becomes disabled. As soon as the editor is closed the
Administration Tool becomes enabled again and PowerTerm WebConnect parses the
PtServer.ini file. In this way, almost all changes to the PtServer.ini file become
immediately affective. The few cas es where the changes will not take affect until the
PowerTerm WebConnect server is restarted are documented in the relevant sections
of this manual.

1 PtServer.inifleca n be moved
The PtServer.ini file can be placed insneallsy | ocati on
and preferences. When accessed through the Administration Tool, the user does not
need to know or find the correct location of the file.

I Automatic backups
Whenever a change is made to PtServer.ini, the Administration Tool creates a back
up file. Th isis important since a wrong value can cause PowerTerm WebConnect
Server to malfunction. In extreme cases, using the wrong value could even stop the
server entirely. If a recent change was unsuccessful, reverting back to the oldest
working PtServer.ini fr  om a backup becomes relatively easy. Backup files are
located in the same directory as PtServer.ini and use the file naming format
PtServer.bck-nnn.ini, nnn being numbers in the range 000 to 999.

The only time administrators should have to access PtServer. ini directly is when a
previous change was not successful, causing the server to stop working. If this should
happen, administrators will not be able to access the Administration Tool and will have to
reset the changes by opening the PtServer.ini in a text editor, keeping the following
points in mind:

1 PowerTerm WebConnect Server should not be restarted until the file has been
saved.
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1 The file must be saved to the file system for the changes to take affect. This
requires the administrator making the changes t o have read and write permissions
to the file.

1 Administrators must exercise caution when working with PtServer.ini; a wrong value
can cause the PowerTerm WebConnect server to malfunction. In extreme cases,
using the wrong value could even stop the server e ntirely. Before making any
changes to the file, it is recommended to make a backup of a copy that is known to
have worked.

I Administrators are warned to use plain text editors rather than word processors. In
many cases the latter add formatting tags that do not appear in the visible
document, but can still cause values to go unrecognized by the PowerTerm
WebConnect parser. Examples of plain text editors include Notepad for Windows or
VI for Linux.

Once the PtServer.ini file is open in the text editor the adm inistrator can add, delete or
change the file, as long as the syntax rules are strictly followed.

Syntax

Entities in the PtServer.ini are defined by lines. Each line defines one and only one of the
following entities:

1 Comments
Lines starting with a semi co lon (;) are comments. Comments contain helpful
information for administrators. Some of the information lists changes since earlier
versions, and some of the information breaks the PtServer.ini to related groups,
making it easier for administrators to find entries.

1 Section Headers
Lines starting with a square bracket opener and ending with the square bracket
closer (6] 6 and 6] 06 respectively) define a section
section so that all entries between two headers (or from the last he ader until the
end of the PtServer.ini) relate to the section named by the section header.
Administrators must be careful when making changes to section headers; using
wrong section headers might cause features to malfunction or could even crash the
server .

Section headers are not case sensitive.

The particular order of the sections is not significant, but the last section will always
override values of previous sections, if they share the same text in the header.

PtServer.ini can store multiple sets of parameters, in a manner similar to the way
database tables store multiple records. In relational database tables each record
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holds the same set of columns as all the other records, but the values per column

might differ. In this analogy, the PtServer.ini c an have tables (=sets of sections) in
which the columns (=parameters) can appear more than once, each time receiving

a potentially different value.

Section Headers that contain an equal sign (=) define sections that are records of

tabl es. The twilbbk @ dhe lefhsaerodthe first equal sign, and might

appear sever al times in the PtServer.ini file. The
of the first equal sign. An example of a table from the PtServer.ini created by the

default installationwoul d be t he &éConnectionPointd table that c
6l nternetdé and Ol nternal Usebd.

1 Entries
Lines that are neither comments nor section headers and contain an equal sign (=)
are entries. Entries always contain one parameter and value pair separated b y the
equal sign (more precisely: the first equal sign from the left). Administrators must
be careful when making changes to entries; using wrong parameter names or
wrong values might cause features to malfunction or could even crash the server.

Parameter names are not case sensitive. Values are usually case insensitive as well
(the few exceptions where values are case sensitive have been documented in the
relevant sections of this manual).

The particular order of the entries within the section is not sig nificant, but the last
entry will always override previous entries, if they share the same parameter name.

White spaces around values (right after the equal sign or right before the new line

character) will be trimmed. White space within the value (between words inside the
value) will not be trimmed. Do not add extra white space to the parameter name.

Parameters that do not appear as an entry, or parameters whose value was left

blank, will be assigned a default value. In most cases PowerTerm WebConnect will

add an entry with the default value, if the entry was not found.

1 Junk
Lines that have not met any of the above criteria are considered junk and are
ignored.
Example

The following is an extract from a PtServer.ini that was created during the default
instal lation of PowerTerm WebConnect:

[Starter]
RestartbyAuthorized=AdminTool

AutoRestartTimeoutSeconds=10
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[PoolUser=]

Count=0

LeadingCharacter=2ZERO

CopyFrom=

The example shows two sections: O6Starterd and 6Pool Us

The 6Starterd6 section &lase tfwor etnhe i @RestTdaret wy Aut hori z
has been set to 6AdminTool d and the value for the tim
(6Aut oRestartTi meout Seconds6) has been set to 10 seco

meaning of these parameters check the relevant part of this manual).

The O0Pool User =06 section defines a table O0Pool User 6. I
only one, unnamed, record. Within the record, the 6Co
assigned an empty value. Deleting this line would not have any a ffect, since the server

will need to use a default value for this parameter either way.

2.6.2. Modifying the WebConnect Server's Configuration via the Interface

This capability is designed for controlling and tunin
recommendedtoexe r ci se caution when modi fying the configura
every change is immediately applied.

To modify the PowerTerm WebConnect Server's Configuration:

1. Select Server | Configuration. The Server Configuration dialog appears.

2. Modify the desired a ttributes.

3. Add or delete connections.

4. Create or modify Environment Variables (see section 8.2.2).

5. Click OK on completion of all modi fications to the

configuration has been modified according to the new attributes.

2.6.3. Modifying the Server's Address Manually

The default address used by the PowerTerm WebConnect co mponents such as the
Administration Tool, RemoteView and HostView client, is the first known address of the
computer where the server runs. It can be either an explicit IP address or a host name

that is convertible to a valid IP address (via DNS). This def ault can be modified, as
explained below:
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To modify the server's address:

Launch the Administration Tool.

Select Files | Configuration | Main. The PtServer.ini opens in Notepad.
Locate entry [ConnectionPoint=Internet].

Modify Address=... to the desired add ress.

a A W N P

Save and close the Notepad. The modifications will be automatically applied to the
server.

6. Set the desired value of the address parameter in all of the relevant HTML files, using
the following syntax:

The PowerTerm WebConnect clients (except WebView) received the serverobs a
via their command  -line. When launched from an HTML page their command -line is

specified using the Parameters property. So, i f the
property must be updated accordingly. For clients launched fr om ClientURLs.html

using the Windows Downloader, modify the following line in the _X.html files in the
web/Windows subdirectory:

Syntax

<PARAM NAME="Parameters" VALUE="Server - Address INOSELFUPDATE
/RUN=Component">

Example

<PARAM NAME="Parameters" VALUE="ww w.ericom.com /NOSELFUPDATE
/RUN=HostView">

This will instruct the client to connect to a PowerTerm WebConnect server whose
name is www.ericom.com

For clients launched from ClientURLs.html using the Java Downloader
There are two ways to customize the specific Java Downloader parameter:

1 All PowerTerm WebConnect clients will connect to the same PowerTerm
WebConnect Server. You have to customize the server parameter in the
PtAgentSettings.js file. It is located in:

Windows: <WebConnect Installation>/web/windows
Linux: <WebConnect Installation>/web/linux/ix86

Default:
var server = location.hostname;

Example:
var server = fi145.93.222.340;

1 Different PowerTerm WebConnect clients will connect to different PowerTerm
WebConnec t Servers. You have to modify the server value in the corresponding
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_J.html file. Itisloc ated in:
Windows: web/windows

where the file name is HostView_J.html, RemoteView_J.html, etc.
Linux web/linux/ix86

where the file name is Agent_J.html

Example: (Edi t HostView_J.html)
1
/l Head Actions
1

var component = "HostView";

server = fA145.93.222.340; [/ add here

/I ldentify browser

é
Youcanpasstheserve r 6s address to the Administration Tool as
parameter, using the following syntax:

- host= Address

In this way, you can create a Desktop Shortcut for the Administration Tool, or modify an
existing one, adding the specific address as a parameter in the Target field of the
Shortcut property page.

Example:

fi C\:Program Files \ Ericom Software  \ PowerTerm WebConnect \bin \Pt Admi n.iexeo
host=12.156.6.177

2.6.4. Modifying the Server's TCP/IP Port Manually

The default port used by the PowerTerm WebConnect components is port 4000. Unless a
different port number is explicitly specified, this number will be used. Another port in use

for the Starter and the Local system PowerTerm WebConnect ~ Administration Tool is port
4001. These defaults can be modified. (For more defau It ports in use by PowerTerm
WebConnect, please see

To modify the server's TCP/IP port:
1. Launch the Administration Tool.

2. Select Files | Configuration | Main. The PtServer.ini opens in Notepad.
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3. Locate the entry [Server]PortNo=new -port -number and enterthes er ver 6s TCP/ I P
port .

4. Save and close the Notepad. The modifications will be automatically applied to the
server.

5. Set the desired value of the applet parameter port in all of the relevant HTML files,
using the following syntax:
The PowerTerm WebConnectclien t s (except WebView) receive the se

number via their command -line. When launched from an HTML page their command -
line is specified using the Parameters property. So
this property must be updated accordingly. For clients launched from ClientURLs.html

using the Windows Downloader modify the following line in the _X.html files in the
web/Windows subdirectory:

Syntax

<PARAM NAME="Parameters" VALUE="Address:Port NOSELFUPDATE
/RUN=Component">

Example

<PARAM NAME="Paraneters" VALUE="www.ericom.com:5000 /NOSELFUPDATE
/RUN=HostView">

This will instruct the client to connect to a PowerTerm WebConnect server whose
name is www.ericom.com _ using port 5000.

For clients launched from ClientURLs.html using the Java Downloader
There are two ways to customize the specific Java Downloader parameter:

1 All PowerTerm WebConnect clients will connect to the same PowerTerm
WebConnect Server. You have to customize the server parameter in the
PtAgentSettings.js file. It is located in:

Windows: <WebConnect Installation>/web/windows
Linux: <WebConnect Installation>/web/linux/ix86

Default:
var server = location.hostname;

Example:
var server = A145.93.222.34:50000;

9 Different PowerTerm WebConnect clients wil | connect to different PowerTerm
WebConnect Servers. You have to modify the server value in the corresponding

_J.html file. Itisloc ated in:
Windows: web/windows

where the file name is HostView_J.html, RemoteView_J.html, etc.
Linux web/linux/ix86

where th e file name is Agent_J.html
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Example: (Edit HostView_J.html)
1
/l Head Actions
1

var component = "HostView";
server = fA145.93.222.34:5e0000; // add her
/I ldentify browser
é
You can pass the port number to the Administration Tool as a command line parameter,
using the following syntax:

- port=port - number

This way you can create a Desktop Shortcut for the Administration Tool, or modify an
existing one, a dding your specific port number as a parameter in the Target field of the
Shortcut property page.

Example:

"C: \ Program Files \ Ericom Software \ PowerTerm WebConnect \ bin \ PtAdmin.exe" 1
port=778

2.6.5. Setting the WebConnect Server's Process Priority

A process' priori ty determines how much CPU resources the operating system allocates
to the process, relative to other processes running on the computer. Processes with a
higher priority are allocated more CPU time and therefore often execute more quickly
than processes wi th a lower priority.

To set the WebConnect Servero6s process priority:
Launch the Administration Tool.
Select Files | Configuration | Main. The PtServer.ini opens in Notepad.

Set the entry ProcessPriority=<Default> located in the MISC section.

A W N B

Save and clos e the Notepad. The modifications will be automatically applied to the
server.

The supported values for ProcessPriority are: Normal, High, Realtime, and <Default>.
The meaning of the values Normal, High, and Realtime are identical to those of Windows
NT/200 0/2003 process priorities. The meaning of <Default> is dependent on whether
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the WebConnect server is running as an NT Service (in which case the process priority
will be set to High) or as a regular program (in which case the process priority will
remain N ormal).

2.7. Cluster Administration

Introduction

PowerTerm WebConnect can be configured to operate in a clustered environment,
whereby a site is comprised of multiple PowerTerm WebConnect Servers, however, only
a single live copy of the PowerTerm WebConnect database may exist. All servers access
this central database that may be stored anywhere on the network.

The new functionali ty does not provide a mechanism for load balancing between the
PowerTerm WebConnect Servers.

To maintain database integrity, only a single server may be responsible for updates at
any one time.

@ PowerTerm WebConnect Cluster
C-ﬁ'-:v » PowerTerm
Administration WebConnect
Tool A @ Server 1
sﬁ;;iow database
1 PowerTerm o%
= | !
sy S
Administration West;(?\?er:nzect <« :vj’?‘/
Tool B
database
PowerTerm
S ————— > WebConnect
Administration Server 3
Tool C

A PowerTerm WebConnect Cluster Administration

As can be seen in the above diagram, there are three PowerTerm WebConnect Servers in
the cluster, Servers 1, 2, and 3. These servers all reference the single database. In this
configuration, even though there are three Administrators trying to access the database,
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only Server 1 will be able to update the database. Both Administrators A and B will have
write permission.

In the above configuration, if an administrator is connected to Server 1 that is in update
mode, Administrator C will receive an error message as shown be low when he connects
to Server 2 or Server 3.

PowerTerm WebConnect Administration Tool

- setver an 126.0.1.145,

b ] The database For this PowerTerm WebConnect server is currently locked because of updates being made by the
If wou connect ko this server you will be able to view the current configuration, buk you will not be able to modify it

Do wou wish bo connect bo the server on 126.0.1.148 instead, so that wou will be able to modify the conFiguration?

Message indicating that another Server is currently updating the Database

If the Administrator clicks on No, the Administration Tool will then connect to the
database, but will only have read access. In this case, there will be two indications that
this Administration Tool will not have write access:

9 The title of the window will indicate that the Administration Tool is in Monitor Mode
only.

1 There will be a small, solid blue circle in the left hand corner of th e toolbar at the
bottom of the window.

Clicking on Yes will redirect the Administrator to the server that is currently in update
mode.

In the event that the main database is not available for whatever reason (network

failure, lack of permissions, etc.), th e Administration Tool that currently does have write
access will automatically be switched to Monitor Mode. Although switching to monitor

mode is automatic, it will not be done immediately. The switch will occur the next time

the server tries to access the database, such as, when the administrator tries to update
an entity, or when the update/synchronize process (described below) is attempted.

NOTE Switching to Monitor Mode does not mean that the server starts working with the
Shadow Database (described bel ~ ow).

Switching to Monitor Mode of course means that no update is possible during this time.
The indicators as described above as well as the message shown below will be displayed.
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PowerTerm WebConnect Administration Tool E]

L
\1{) Database disconnected, Switching to manikaring mode

Message notifying the administrator that the Main Database is offline

When trying to run the update process, the server will discover that the database is

again available (  see below). When the server discovers that the database is once again
available, it will immediately update its data against the database, even if prior to th e
database failure it was in Update Mode.

A shadow copy of the main database is copied to each PowerTerm WebConnect Server
and is synchronized as detailed below. In addition, a copy of the database is stored in
memory on each PowerTerm WebConnect Server an d is updated according to the
parameters detailed below. This copy is volatile and is lost if the server is shut down for
any reason.

The Shadow Database is used when the server starts and cannot find the real database.
This is in order to allow servers to start and work with a slightly old database rather than
not being able to start at all. Since the server tries to update against the real database,

when the database again becomes available, the data on the server will be brought up to
date.

NOTE Synchro nization refers to the shadow database, while updating refers to the
volatile copy of the database stored in memory.

In single PowerTerm WebConnect Server configurations, the database may be stored in
either binary or ASCII format. In a clustered PowerTerm WebConnect Server
environment, the database can only be stored in binary format.

In a PowerTerm WebConnect clustered -server environment, any Users that are auto -
created are volatile and therefore cease to exist once the User is logged off.

2.7.1. Enabling Cluster Mode

Running in Cluster Mode is akin to running multiple servers with the same database. This
means that each server needs to be activated separately and each server needs to have
its own pool of licenses. To enable the Clus ter mode, you have to configur e both
PowerTerm WebConnect Server and PowerTerm Load Balancer.
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Configuring PowerTerm WebConnect Server

In a default installation, the database is stored in a directory called \ Database within the
same parent directory as the \Bin directory. For example, ¢ :\program

files \ Ericom \ Database and c: \program files \Ericom \bin. For multiple PowerTerm
WebConnect Servers to be able to operate in cluster mode, the Administrator must:

1. Create a folder that can be accessed with as network path. (On Windows
systems it mean s that the folder should be shared.)

2. Copy the database folder from the installation folder to the shared folder. The
dat abaseds v ebeappropniateffan s the version of PowerTerm
WebConnect Server that will use it. (Though it does not have to be the same.)

3. Copythe Downloads folder to the shared folder.

4. Set-up full permissions to access the new folders to all the servers that will
need to use the shared database.

5. Create a file called PtServer.ptr on the bin directory of each Server. This file
must con tain the full network (UNC) path to the central database.

Switching the database to another location while the servers are running is not possible.

To move the database to another location:
1. All the servers using the old location must be shut down.
2. The data base must be copied to the new location.
3. All PtServer.ptr files must be updated with the new location.

Cluster mode can only be enabled if the full network path is defined in the PtServer.ptr

file, and license file exists in the local \bin folder. If the f ull network path is defined in

the PtServer.ptr file  and the license file exists in this network path , then the PowerTerm
WebConnect Server will operate in Failover mode.

Configuring PowerTerm Load Balancer

PowerTerm Load Balancer is configured throughits Admin istration Tool:
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82 PowerTerm Load Balancer Administration Tool - [localhost:4010]

Load Balancer  Servers  Help

| Status | Fank | Address | CPU Available | Memary &vailable (MBE) | Seszionz |
@ Active 4 VB4 2022 1,809 455 3
_'.‘\ Busy 9999 TERMIMAL 2K 53373 259 19 4

£ niot Connected  Mis, Accounting 4020

For more information about Power Term Load Bal ancer, p
Bal ancer, Administratords Manual 0, included in PowerT
In PowerTerm Load Balancer, the Configuration file is by default spe cifiedat 6 Def aul t

L oc at,iwbiah& the PowerTerm Load Balancer install ation fold er. To work in Cluster

mode you need to  specify the path, on alocal orremote = machine , for the Configu ration
file to be shared

+ NOTE All the servers that will use the shar ed database need full permissions to access
the Configuration file path.

To specify the Configuration file location:

1. Open PowerTerm Load Balancer Administration Tool.
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2. Select Load Balancer | Options. The Options dialog appears

B2 Options

Load B alancer Configuration file

" Specify Path [ Lozal % Remate |

| =l
] | Cancel |

3. Select the desired location for the Configuration file and click OK. A
notification message appears.

4. Click OK and re -run Load Balancer Administration Tool.

2.7.2. PtServer.ini parameters

B PtServer.ini - Notepad [Z”E”z|
File Edit Faormat Yiew Help

ShadowbbsyncFreguencyMinutes=a0
CashobhsyncFreguencyseconds=560
CashobsyncToleranceseconds=5
CashobsyncMaxToleranceseconds =60 1

Database Update Parameters in a Clustered Environment

The following paramete  r contained in the PtServer.ini file is used to control the
synchronization of the shadow database:

1 ShadowDbSyncFrequencyMinutes & synchronize interval in minutes for copying to

the shadow database.
Default 6 60
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The following parameters contained in the PtServ er.ini file are used to control the
updating of the database copy in memory:

1 CashDbSyncFrequencySeconds @ update interval in seconds for copying the
database to memory.
Default 6 60

1 CashDbSyncToleranceSeconds & update wait interval in seconds if the database
can not be updated immediately.
Default 6 5

1 CashDbSyncMaxToleranceSeconds d the maximum number of repeats of
CashDbSyncToleranceSeconds to wait before updating the database in memory.
Default 6 60

2.7.3. The PtServer.ptr File
The PtServer.ptr file must contain an entry wit h the following format:

\\ERICOM_main \WebConnect \ DataBase \ PtServer.ini

2.7.4. Limitations

Only sessions connected to a particular PowerTerm WebConnect Server will be visible,
not sessions connec ted to any other servers.

Help or assistance will not be available from an administrator or the helpdesk if they are
connected to a different server in the cluster.

2.8. Launching and Closing the Administration Tool

There are several ways to launch the Administ ration Tool. Select the one most
convenient for you:

1 From Windows Start menu select Programs | Ericom Software | PowerTerm
WebConnect 5.x | PowerTerm WebConnect Administration Tool. (If you changed the
Program Folder during installation, the Start menu pat h may vary accordingly.)

1 Double -click PtAdmin.exe, located in the bin directory of the PowerTerm
WebConnect installation folder.

1 Rather than installing, you can choose to download the Administration Tool to any
Wi ndows computer. Pleaseeref ebtConnkeetinBamet E URLSC
page:
http://<web_server>/WebConnect5.x/ClientURLSs.html

A few things to remember:
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file:\\ERICOM_main\WebConnect\DataBase\PtServer.ini

1  When you launch the Administration Tool f or the first time, the Connection dial og is
di spl ayed with the user AAdministrator onndtb passwor
(For security reasons, we advise to fill in your password at your earliest
convenience.)

1 Inthe Connection dialog, displayed when launching the Administration Tool, the
HostNamei s @l ocal host o by default. This is correct on
runs on the same machine as the server. If the Administration Tool runs on a
different machine, you need to enter the IP address/Host hame of the PowerTerm
WebConnect server.

1 (PowerTerm WebConnec t Windows edition only) The Administration Tool will, by
default, deny any connection attempts from any compute r other than the local
machine.

To close the Administration Tool:
1. Select Action | Exit. A confirmation dialog appe ars.

2. Click Yes. The Administration Tool closes.

i+ NOTE Closing the Administration Tool does not stop the PowerTerm WebConnect server
i to which it is connected.
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3. The Administration Tool: General Reference

The administrator manage s published applications, user s  essions, and server
configuration through PowerTerm WebConnect Administration Tool. Also performing
operations such as multiple application publishing, sending messages to logged -on
users, shutting down sessions and monitor user activity is done in the Adm inistration
Tool.

There are multiple ways to launch the Administration Tool (see 2.8).

i+ NOTE Launching the Administration Tool from the system tray (not available in Windows
Vista) or using the Administration Tool launched dire ctly after completed
installation will not allow you to activate certain features.

After you launched the Administration Tool and connected the server, you will receive
the Quick Access dialog where you can select desired activity:

PowerTerm WebConnect Quick Access

PowerTerm® WebConnect

YW hich operation do you wizh to perform?

% Publizh Multiple Applications

Qﬁ Configure Load Balancer

Create a Host Connection

Configure Directony Services

€ &l

[ Do not show this dialag on login

Publish Multiple Applications, opens the Publish Multiple Applications wizard.

Configure Load Balancer, opens PowerTerm Load Balancer Administration Tool.

= =_ =4

Create a Host Connection, opens the Add Connection dialog.
1 Configure Directory Services, opens the Directory Services dialog.

Close the Quick Access dialog to enter the Administration Tool main screen:
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PowerTerm WebConnect Administration Tool - [localhost:4000]

Acktion  Server Wiew Files Tools  Options  Help

e w U wHY IEEL @aE

=10 ]

/  Conmection Name | Display Name I Hame | Alternate Connection Created Modified I Ouner
%Example_ﬁsdlﬂﬂ A5/400 Connection A5/400 Conne... [ &er
cZ,E:-{a.mple_VT WT Connection WT Connection [ Ger
cZloc:alhost, WehConnect Serwer's... WebConnect 5... 03/27405 1... 03727705 1... wuser

| | i

\J Wiew: |4 connections S

By default the Connection pane is display ed when you first open Administration  Tool,

with three predefined example -connections:
1 Example_As400

1 Example_VT

1 localhost

The interfa ce consists of:

1 Menus and a toolbar, to customize and refresh the information tables; launch
wizard s to publish applications, create new groups, users and connections; run
other PowerTerm WebConnect clients

1 Information panes, to s how properties and real  -time information for all users,
groups, connections , as well as sessions and intruders

1 Wizards and Properties dialogs, to create new or modify existing published
applications, users, groups , connections as well as to define system defaults using
t he 0 ma sgtreoiuthe &erver object.
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3.1. Menus and Toolbar

The following sections detail the commands of all the
their corresponding buttons where applicable.

3.1.1. Action Menu

Command/ Submenu Toolbar Button Description

Opens the Publish Application and
the Remote Desktop wizards, as well
as the Add User/Group/Host
Connection dialogs.

New

i N

Quick Access Dialog Launches the Quick Access dialog.

&

Copy - Copies the objectébs
definition resulting in a mirror copy
except for the na  me, which must be

unique.
Delete - Deletes the selected object.
Shut Down - Shuts the selected object down.
Send Message - Enables you to write an instant

message and send it to the selected

objectds members.

Properties - Openst he objectds pro
dialog.
Sessions - Displays the active sessions that are

related to the selected object.

Exit - Exits the Administration Tool.

3.1.2. Server Menu

Command/Submenu Toolbar Button Description

Connect/Disconnect - Connects/Disconnects the
Administration Tool from the server.

Configuration - Opens the serverds c
dialog.
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Default Settings

Opens the Property pages where
you can define the default settings
for all users in the system.

Default Power Pad

Opens the Power Pad & Function
Buttons dialog.

Memo

Opens a Notepad so you can write
text file memos.

Deployment &
Performance Statistics

Displays the Deployment &
Performance Statistics window.

Refresh ActiveDirectory
Information

Manually refreshes the Active
Directory Tree data. (Automatic
refresh will occur at a pre -
determined daily time.)

Reload the License

Refreshes the license file.

Directory Services

Opens the Directory Services dialog.

Send Message to All
Users

Opens the Send Message dialog to
send an instant message to all the
system users.

Send E -Mail to All users

Opens the default e -mail application
to send an e -mail to all the system
users.

Attach Serverd

Attaches to a useros
request.

Start Server

Starts PowerTerm WebConnect
Server.

Shut Down S erver

Shuts PowerTerm WebConnect
Server down but does not close
Administration Tool (recommended
method).

3.1.3. View Menu

Command/Submenu

Toolbar Button

Description

Connections

Expands the Connections pane and
hides the other two panes.
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